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SECURE OPTICAL NETWORKING

INTRODUCTION

Once largely the domain of service providers, @btiechnology is today helping numerous governraedtmilitary agencies, research
institutions, and enterprises to meet their groviagdwidth and availability requirements. This veigieead adoption can be largely attributed
to the expanded capabilities of next-generationcapplatforms. Offering integrated IP servicesrage-extension capabilities, and support for
video applications, next-generation platforms pdevan attractive solution for deploying highly dable, high-speed, multiservice
infrastructures. These platforms not only bringrteedous flexibility and improved network efficiereyhey also offer the opportunity to take
a more coordinated, consistent, and proactive agprto optical networking security.

In the past, optical networking equipment was ofisstected simply by being kept in locked cagefaolilities with restricted physical access.
But because today’s optical platforms are deplagedore open environments and more closely integratith the rest of an organization’s
network, physical protection alone is not enougkegrated optical and IP environments demand newrisg considerations beyond the
inherent security benefits of optical technologyg@hizations must ensure that optical platformsparé of an end-to-end network security
strategy, and are just as protected as the relseafetwork.

Cisco Systenfshas a longstanding reputation as a global leadeetwork security. Ciséadeveloped the SAFE Blueprint, a comprehensive
framework for defending networks, and has incorfataobust security technologies and featuresafit@isco network devices, including
optical platforms.

This paper describes the security requirementpti¢a networks, and the ways in which the CiscoSCramily of optical network platforms
meets the demanding requirements of governmentcaggservice providers, and enterprises.

THE NEED FOR SECURITY IN OPTICAL NETWORKS

Today’s organizations recognize the ever-growinghsstication of network attacks, and are constaeNiylving networks and security
technologies to thwart them. However, security @erations for optical networks have historicalbeln treated differently than copper
networks.

In the past, optical networks were segregated frore open copper networks. Today, the optical-gioding paradigm has shifted, as optical
networks have become more integrated with IP. $hit has provided tremendous advantages. By bringito-Z, “point-and-click”
provisioning; automatic network discovery; and ottnaditional IP features to optical platforms, anggzations can now provision optical
wavelengths with the same ease and flexibility tiveyld use to provision traditional Ethernet orogservices. However, this paradigm shift
also exposes optical networks to new vulneralslitiecluding:

* Increased exposure©ptical platforms used to be behind a firewallroriphysically secure cage. Now, they may be aitdeshrough the
Internet and vulnerable to the same types of adtaskany other network element.

¢ Increased interdependence with IP netwerreviously, optical networks were managed separétmin the rest of the copper network.
Today, they are integrated, and must be just agees every other network element.
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« Greater demand for access from outside partiBartners and customers of today’s service provji@eiterprises, and government agencies
may be given limited management access to the metwnabling a variety of new efficiencies. Thigelerates the need for stronger
authentication and authorization procedures, aactasingly sophisticated security-policy managen@provide tiered levels of access.

« Rapidly changing workforce©rganizations face constant fluctuations in theviddials and systems that require access to patteo
network. Organizations must be able to quickly eochprehensively change, add, or remove access.

SECURITY CONCERNS IN DIFFERENT ENVIRONMENTS

When it comes to security features of network eleiieall organizations share some basic securifyirements. A secure optical network
must support:

« Strong identification, authorization, and accesstad tools

« Sophisticated logging to provide an audit trail

* Support for new and emerging security standardis asd<erberos, public key infrastructure (PKI) ifiedtion, and IEEE 802.11X

« Support for secure communications protocols suc®easire Shell (SSH) Protocol and HTTPS

« Advanced policy-management tools to support a waage of users and access levels

« Simplified integration with other security servicéschnologies, and management systems that magdyating within the environment

However, as use of optical network elements haamgd beyond service providers to government agefeid enterprises, these different
environments also demand unique security considesat

SECURITY REQUIREMENTS FOR OPTICAL NETWORKS

To provide a secure solution for service providgom/ernment and military agencies, and enterpriggical networks should support several
critical security features. These include authewitie), authorization, and accounting (AAA); autheation protocols such as RADIUS and
TACACS/TACACSH+; as well as compliance with GR-81arglards.

Authentication, Authorization, and Accounting

The most basic level of protection an optical nekwaust provide is a means of establishing thetitleof an individual or system attempting
to access the network, and applying the policias ¢bntrol what that user is authorized to do. Thecess, along with the process of keeping
track of a user’s activity on the network, is reéerto as authentication, authorization, and adognor AAA. The SAFE Blueprint also
refers to a fourth “A,” address management. Addneasagement services provide a means to map IlRsmidr to individual identities.

AAA capability is supported by AAA servers in thetwork. Network elements use protocols such as RFDdnd TACACS+ to
communicate with AAA servers and respond to usguests for access.

The most complex aspect of AAA is authenticatitwe, process of verifying the identity of a user egting access. The standard model for
authenticating users relies on three factors, redieto as the “three Ws”:

¢ What you knowsuch as a PIN or password

*  What you have to gain accessgch as a digital token, public key certificatesorartcard

* Who you areestablished using a fingerprint, voice, or DNA

Most organizations strive for “two-factor” authargtion, though many organizations, especially gowent and military agencies, are
increasingly using biometrics to support all thfaetors.
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Authentication and Authorization Protocols
When an individual or system attempts to gain actean optical network element, that network elenuses a service such as RADIUS or
TACACS+ to communicate with authentication and adttation systems and apply security policies.

RADIUS
RADIUS is a client/server protocol that enforcesdat-based access control and identity policiesi$ers attempting to access network
elements. It combines authentication and authdoizanto a single service, and has been widely tiseighout the networking industry.

In a RADIUS system, a RADIUS server receives cl@arinection requests, authenticates the user hamdréturns the configuration
information that allows the client to deliver se®s to the user. A RADIUS server can also act@exy client to other RADIUS servers or
other authentication servers.

Transactions between the client and RADIUS serserathenticated through the use of a shared sedrith is never sent over the network.
User passwords are sent encrypted between the aliedrRADIUS server to eliminate the possibilitattia password could be intercepted on
an unsecured network.

In addition to providing basic RADIUS support, gotioal network should support RADIUS for all managsnt interfaces, including Cisco
Transport Controller, Transaction Language 1 (TEDP, VxWorks, Telnet, etc.

TACACS/TACACS+

The TACACS protocol and its newest version, TACACS&re Cisco proprietary protocols that enforce see®ntrol and identity policies
for administrative network access and configurafiorctions. TACACS+ provides similar capability RADIUS, with a few important
differences.

Where RADIUS combines authentication and authadmanto a single step, TACACS+ breaks down thecpss into the three separate

AAA functions. This provides greater flexibility fancorporating separate, stronger authenticatesmices, such as Kerberos. TACACS+ also
supports a wider range of protocols and user-ggéllevels than RADIUS. And TACACS+ provides greatmnfidentiality by encrypting

the entire client/server transmission (includingraame, authorized services, and accounting infiwmga whereas RADIUS encrypts only
the password.

Optical networks must support RADIUS and/or TACATSCACS+ capability to provide the most options diedibility for securing
network assets.

Compliance with GR-815 Standards

In addition to supporting strong AAA services amdtpcols, the Cisco ONS Family of network platforaenplies with GR-815 standards.
While GR-815 was designed specifically to meetsbeurity needs of service providers, network ptatfothat are GR-815-compliant provide
enhanced protection in government or enterprisgé@mwents.

GR-815 security features include:

< ldentity and authentication servicts individuals or systems requesting access
« Enhanced confidentialitthrough cryptographic services

« System access contitol manage communication sessions with the netwackjding login protection, connection-oriented
communications, connectionless communications,eanergency entry

* Resource access contttol deny users access to network elements withaytgprauthorization
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« Audit log toolsto configure and manage audit trail services
« Data integrity servicethat confirm that communications have not beegradt or destroyed in an unauthorized manner

« System integrity toolf®r managing reliability of a network element, imding maintaining acceptable levels of servicestaurity breach
occurs

« Continuity of servicéoolsfor addressing threats that can cause a netwonkegleto be taken out of service or perform at aced level

e Security administration toof®r proper use and management of network-elemenitrisg features, including overriding vendor detaul
ensuring appropriate backup procedures, managmgisedatabases, and generating security audits

« Nonrepudiation tool$or communicating with networks that require irrefiole proof that a message has been sent or receive

« Password servicethat provide greater flexibility to manage passwirnctions

Government and Military Agencies

Growing numbers of government agencies are usimpusidering using optical networking systems,tideig the Defense Information
Systems Agency (DISA), agencies within the Depantnoé Homeland Security, and even civilian agensigsh as the Centers for Disease
Control and Prevention. For a government or miliarganization, the cost of a security breach isentban just lost revenues and
productivity. It represents a threat to criticalvsees and, potentially, national security.

In addition to the basic security requirements,ggoment and military networks require the strongresit and identity services, including
support for advanced identifiers, such as biom&t@overnment networks, especially for the militdrgve global footprints and support
hundreds of critical information services, so ogititetworks must integrate security services intmiied, manageable system. That means
supporting unified directory services and the aptth configure and disable individual servicesamy network element. Government and
military networks must also provide the flexibility segregate “black,” or secure and encrypted ordsy from more open, nonsensitive “red”
networks. The use of RADIUS in these networks mesithe security that keeps them secure.

Service Providers

In addition to protecting against internal and exaéattacks, service providers must take extragargons to protect against accidental
network-configuration changes that could disruptise to customers. Service providers also mustirenthat configuration policies are tightly
controlled to enable faster rollout of new services

Service provider networks must also comply withcbetlia TechnologiesGeneral Requirements for Network Element/NetwositeBy
Securityguidelines, commonly referred to as GR-815. GR{@Mvides a standardized set of security featurds@quirements for any
network element used in any service provider ndtvaaross the industry.

Enterprises

As enterprises have adopted more applications usingh bandwidth, such as disaster recovery impléatiens, they have increasingly turned
to optical networks. In an enterprise environmbaotdreds of individuals and systems may requirescto a given network element, so
identity and authentication services, access chrangl user-based policy services must be extreswihisticated. Enterprise optical networks
must also allow for fast, comprehensive accessgdmto support a mobile, constantly changing waddoUse of applications such as
RADIUS and TACACS/TACACS+ provide higher levelssgcurity for the optical products that support ¢hescure applications.
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FUNDAMENTALS OF NETWORK SECURITY

While optical networks demand some unique secunotysiderations, the fundamental principles of nekvecurity apply to any network
environment. The SAFE Blueprint from Cisco providesomprehensive framework for designing, implemnentand maintaining secure
networks. Every network solution from Cisco, incghglithe Cisco ONS Family of optical network platfa, was designed in accordance with
the following fundamental network-protection contseputlined in the SAFE Blueprint:

« A true security solution is a process, not a prodiio effective security solution must be able ¢eminually evolve and change to
accommodate new threats or requirements.

« All access points of the network are potential éésgand must be protected accordingly.

« A successful security solution requires comprehensntegrated safeguards throughout the entingor&tinfrastructure.

¢ Security solutions must be modular in order todsable, flexible, and cost-effective.

* A layered, in-depth defense strategy ensures nwrplete protection and minimizes areas of potemtiaierability.

For more information about the SAFE Blueprint, Migivw.cisco.com/go/safe

Securing Network Platforms
The SAFE Blueprint recognizes that router secusityritical in any network. Routers control acckssn every network to every network,
advertise networks, and filter who can and cana@t gccess. As a result, they present an extreatidctive target for potential attacks.

The Cisco ONS Family of optical network platformsarporates best practices for router securityritesd in the SAFE Blueprint. These
principles require network platforms to support:

* Locking down of Simple Network Management Protd@MNMP) and Telnet access to the router, and sufiontore secure access
methods such as SSH Protocol

« User authentication and authorization through ses/such as RADIUS and TACACS/TACACS+

< Ability to disable unneeded services

« Logging at all appropriate levels to provide a coemgnsive audit trail

< Authentication of routing updates

« Integration with security and other features ofarmek switches

The Cisco ONS Family also provides additional siéginenefits by:

« Combining standard network security services wilr&.5 services, providing multiple layers of seguon every network element
» Allowing organizations to shut off or turn on ace#s physical ports on the platform

« Providing additional methods for detecting secubitgaches, because a properly designed opticabrietwill detect any degradation of
optical signals

« Allowing organizations to manage optical securifyhim the same management framework as the rebeafietwork
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THE FUTURE OF NETWORK SECURITY

Optical network users, whether service providemgemrises, or government and military agenciesehmique and growing security needs.
Today'’s optical networks must provide end-to-enatgetion that is fully integrated with other setyigervices, technologies, and management
systems. To provide the greatest flexibility, ogkioetwork elements should support advanced AA&ises, and provide multiple layers of
protection. Optical network security services sbaalso be scalable and standards-based to enstir@r¢fanizations can continually evolve
security postures as threats and requirements ehang

Cisco Systems offers more than just a secure épiaiorm. By engineering network elements as p&d comprehensive, broad-based
security strategy, Cisco can help organizationsienthat optical networks are just as secure d#titvaal copper networks, and provide robust,
multilayered protection.

Security threats will continue to evolve, and ogtticetworks must evolve with them. Cisco is alrebdijding a framework for defending
networks against tomorrow’s security threats. Adg phits vision of the Intelligent Information Nebrk, Cisco is developing a model for
integrated, collaborative, and adaptive securityises that take advantage of the ubiquitous sg@resimd control capabilities inherent within
the network itself. By engineering optical and ethetwork components as part of a coordinated,istarg, and proactive network
environment, Cisco can help organizations buildified threat-defense system that will reduce winsl@f network vulnerability and lower
security-management burden.

For more information about Cisco optical networkgajutions, visitwww.cisco.com/go/optical
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